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In Spokeo Inc. v. Robins,[1] the U.S. Supreme Court reaffirmed that 
plaintiffs must go beyond alleging a mere statutory violation to sue in 
federal court. Holding that the U.S. Court of Appeals for the Ninth 
Circuit did not adequately weigh the concreteness of Thomas Robins’ 
alleged injury, the court reversed and remanded for a proper standing 
analysis. The court emphasized that Congress cannot abrogate standing 
requirements and “bare procedural violation[s]”[2] will not meet the 
standard. Applied correctly, Spokeo should spell an end to the recent 
glut of data security lawsuits where many (if not most) plaintiffs cannot 
allege concrete harm.[3] 
 
The Spokeo decision, released in May, has already had a major impact on “no-injury” lawsuits. 
Defendants facing a variety of statutory claims have invoked its holding in motions to dismiss, 
with generally good results. Data security and privacy claims are particularly susceptible to 
Spokeo’s heightened injury-in-fact analysis because so often the plaintiffs fail to allege any 
injury in the pleadings. These complaints tend to focus on breakdowns in the defendants’ data 
security or the vulnerability of plaintiffs’ personally identifiable information, without alleging 
any real-world harm. Instead, plaintiffs — and their attorneys — hang their collective hat on 
statutory damages and hope for a quick settlement. 
 
Several recent cases demonstrate that a proper application of Spokeo can stop such lawsuits in 
their tracks. First, in Hancock v. Urban Outfitters Inc.,[4] the D.C. Circuit reviewed a pre-Spokeo 
district court dismissal of a data privacy suit. The plaintiffs alleged that the defendants violated 
two District of Columbia consumer-protection laws when their employees required the 
plaintiffs to provide ZIP codes as part of credit-card transactions. While acknowledging that the 
plaintiffs “had not pled an injury sufficient for Article III standing,” the district court did not 
address that standing question.[5] Instead, the district court dismissed the lawsuit for a failure 
to state a claim. 
 
The circuit court chastised the district court for such a ruling: “Federal courts cannot address 
the merits of a case until jurisdiction — the power to decide  — is established ... The district 
court erred at the outset when it bypassed the jurisdictional question of [the plaintiffs’] 
standing and dove into the merits of the case.”[6] Instead, the D.C. Circuit panel homed in on 
the standing issue. Citing Spokeo, the panel observed that federal courts are limited to 
“resolving actual disputes between parties” where the plaintiffs have experienced some sort of 
actual, concrete injury.[7] While the plaintiffs maintained that they had met the standing 
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requirement simply by pleading a statutory violation, the court rightly observed that the 
plaintiffs “vastly overread [Spokeo].”[8] The court helpfully disentangled two separate pleading 
inquiries: standing and an adequate cause of action. “[T]he legislature ‘cannot erase Article III’s 
standing requirements by statutorily granting the right to sue to a plaintiff who would not 
otherwise have standing.’”[9] Pleading a proper cause of action does not eliminate the concrete 
injury requirement of Article III standing. Because the plaintiffs had not and, according to their 
attorneys at oral argument, could not allege any concrete injury that resulted from the 
disclosure of their ZIP codes, the circuit court dismissed the lawsuit with prejudice. 
 
Second, the plaintiff in Gubala v. Time Warner Cable Inc.,[10] brought suit against the cable 
company alleging that it retained his personally identifiable information after he had ended his 
cable subscriptions in violation of the Cable Communications Policy Act. The plaintiff cited 
articles discussing the value consumers place on the privacy of their personal information, but 
did not allege that he had suffered any injuries as a result of the defendant’s retention of his 
information. 
 
After summarizing the Spokeo decision at length, the court recognized that “the facts alleged in 
the second amended complaint in this case present a similar set of circumstances” to 
Spokeo.[11] While the plaintiff’s allegations that the defendant had violated the CCPA might be 
particular enough for standing purposes, “there are no allegations ... showing that the plaintiff 
has suffered a concrete injury as a result of the defendant’s retaining his personally identifiable 
information ... He does not allege that the defendant has disclosed his information to a third 
party. Even if he had alleged such a disclosure, he does not allege that the disclosure caused 
him any harm.”[12] Thus “[g]iven the clear directive in Spokeo,” the court dismissed the case 
for lack of standing.[13] 
 
Third, in Duqum v. Scottrade Inc.,[14] the plaintiffs brought a class action against the brokerage 
firm in the wake of a massive data breach. The plaintiffs alleged various causes of action all 
based upon the same nexus of harm: as a result of the breach, their personally identifiable 
information was disclosed without their authorization. According to the complaint, the data 
breach caused five categories of harm: 

(a) increased risk of identity theft and identity fraud; (b) the financial and/or 
temporal cost of monitoring their credit, monitoring their financial accounts, 
and mitigating their damages; (c) failure to receive the full benefit of their 
bargain as a result of receiving brokerage and financial services that were 
less valuable than what they paid for; (d) deprivation in the value of their 
personal information; and (e) invasion of privacy and breach of the 
confidentiality of their personal information.[15] 
 

Notably, the plaintiffs did not allege any nonstatutory harm as a result of the breach: None of 
the plaintiffs’ identities were stolen. The court carefully and thoroughly cited the large majority 
of cases that have found that without alleging an actual (concrete) injury, plaintiffs have not 
adequately pled an injury-in-fact.[16] Thus, citing Spokeo, the court held that because the 
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plaintiffs had “failed to plead facts demonstrating that they suffered any injury in fact,” they 
lacked standing and dismissed the class action.[17] 
 
Data security and consumer privacy continue to be some of the most pressing concerns in the 
modern economy. Companies trusted with personally identifiable information face immense 
pressure from regulators, customers, and shareholders to protect data and mitigate the 
damage when breaches do occur. Breach-chasing lawyers who swoop in wielding prefabricated 
complaints alleging indefinite, statutory-based harms do little more than divert their targets’ 
financial and time resources away from fortifying data protection and taking feasible steps to 
help their customers. The Supreme Court has made it clear that such suits cannot establish 
standing. Thankfully, district courts have taken the hint and have begun to rein in the no-injury 
claims in the data security field. 
 
Soon, the action will shift to the federal appeals courts. Observers should keep an eye on the 
Ninth Circuit’s consideration of Spokeo on remand, for which briefs are currently being filed. 
Though Spokeo is not a data breach case, the court’s determination of whether the Fair Credit 
Reporting Act violation Robins alleged is sufficiently concrete for the purposes of Article III will 
influence the outcome of other such cases in the future. 
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